OneLogin SSO Integration Guide

OnelLogin provides “Apps” to integrate SSO and SCIM to third party systems such as Scope. So in order to enable SSO and SCIM we need
to create an App first.

1. Create an App:

. Go to “Applications” tab.

. Press “Add App” button in right.

. Search for “SCIM Provisioner with SAML (SCIM v2 Core)” in search bar.

. Click on the result shown, that will create a new app for you, give it a proper name, l.e “Scope Integration”.
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. Once you hit save, the app will be saved and will be visible under your “Applications” tab.

2. Configure SSO/Samil:

1. In your app, go to “Configuration” section.

2. Put values in the first 2 fields given here, “SAML Audience URL” and “SAML Consumer URL". The values should be following: your
instance URL, your instance URL with “/saml/sso” prefixed. Example is given in the screenshot.
Application details
SAML Audience URL

hitps://example.scope.com|

SAML Consumer URL

https://example_scope.com/saml/SS0
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3. Save the page.

4. Once reloaded go to “More actions” button in top right and press “Saml Metadata”. This will download an XML file. Store that file we’ll
need that in next section.

More Actions ~

3. Configure SSO in Scope:

1. Go to Manage > Integrations and select Saml 2.0. If it's not visible it could be because of this client does not it enabled. Please enable it
from Global Admin.

2. You'll be seeing a form here, enter name of integration along and select “XML” from “Metadata source” dropdown.

3. Open file in simple text editor like notepad and copy its contents and paste them in “Metadata XML" text field.

4. Press “Save”, now system will process this xml and will show you extracted data, you should be seeing something like this after pressing
“Save”.
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Metadata XML

<7xmi version="1.0" encoding="uti-8"?><EntityDescriptor ID="_62b3df3b-1dd3-433e-9760-3d515c26a5e0" entitylD="https: ists windows. net/3b80330d-a424-42f2-bff2- -

Gbfb53ed27387 xmins="um:oasis:names:tc:SAML:2.0:metadata"><Signature xmins="http:/hwwew.w3.org/2000/0Hxmidsig#™><Signedinfo=<CanonicalizationMethod
Algorithm="http:/fwwww3.orgl20011 0fxml-exc-c14ng" [><SignatureMethod Algorithm="hitp:/Awww.w3.org/2001/04/xmidsig-more#rsa-sha256" /=<Reference
URI="#_62b%3df3b-1dd3-433e-9760-3d518c26a5e0" " »< Transforms><Transform Algorithm="http:'fwww.w3_org/2000009/xmidsig#enveloped-signature” f><Transform
Algorithm="http:fwwww3.org200111 0dxml-exc-c14nE" [><Transforms=><DigestMethod Algorithm="http:/faww.w3.org/200 L1045 xmlenc#sha2sg” /=
<DigestValue>kOITre3U+migua3HjAKE8zmeFY d40nCdWAgil4x2+hPw=</Digest\Value></Reference></Signadinfo=
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Issuer ID

hitps://sts.windows.net/3b80330d-a424-42f2-bff2-6btb53ed2738/

S50 Urd
https://login.microsoftonline.com/3b80330d-a424-4212-bff2-6bfb53ed27 38/saml2

Certificate

MIICBDCCAdigAWIBAGIQUFIY 370/VYtKaSSLRIQFeDANBgkghKiGIWIB AQsFADAIMTIWMAY DVQQDEYINaWNyh3NZNQgQXplemUgRMVKZX INdGVKIFNTTYBDZXJ0aWZ &
pY2F0ZTAEFWOYMIAIMD YwiNzUyMzZaFwlyN TASMDY whzUyMzZaMDQxMAWBONVEAMTKULpY 3 ve2 9miCBBenVyZ SEGZWRICcmFOZWQ3UINPIENIcnRpZmijY XRIMIE
JANBOkgRKIGIWIBAQEFAAOCAQBAMIBCOK CAQEANHIUGW MWW GMISDKSENG3keb VO LXxemmjiljKoX DkJvaLc&/PrRQgCRKWgaEVar RwyHOCIb+ QrMpKsh
S1ob3whiykKZEPaUS 3ticsQmya JIuFibSETWGVXZXSIcnZUuWiE 2uhQLUNSpleEHMST XdkwZwvpSOEhrAcXbpDW14/4FLTIKnYgRoKIg+HxDpMjrzLMphkBEL6IgWeotwasHRS
B1LEHOBXUyCBARQ2Q2ycmvecdcBa ZAkPighanWsWppL7kIDqoC TabITEQasK oW akaveHvAuAal hTtECol 3cMrvkse TCD7nlAKV1007GZEVDGQIDAQABMADGCSqGS!
b3DQEBCWUAAMIBAQA/X+0AZFINNDEINOP TyzZEIk4S/R10gIEMYBpoTZ9Apqd QhMGo+0jidQqE+aciS0D/ BmEAdIYUFNLgIFZQBeRfrqwaaljiESiMW TpdcpdZHBAMN
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Delete Config

If you see this screen the configuration is complete.




